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This manual is written without any warranty.  

 

Maestro Wireless Solutions Ltd.  reserves the right to modify or improve the product 

and its accessories which can also be withdrawn without prior notice.  

 

Our company stresses the fact that the performance of the product and its accessories 

depends on the proper use conditions as well as the surroun ding environment.  

 

Maestro Wireless Solutions Ltd.  assumes no liability for damage incurred directly or 

indirectly from errors, omissions or discrepancies between the router and this manual.  

 

This software, solution or application is provided on an "as i s" basis. No warranty 

whether expressed or implied is given by Maestro Wireless Solutions Ltd.  in relation 

to this software, solution or application. User shall assume the entire risk of using or 

relying on this software, solution, and application.  

 

In no  event will Maestro Wireless Solutions Ltd.  be liable for any loss or damage 

including without limitation, indirect or consequential loss, damage, or any loss, damage 

whatsoever arising from loss of data or profit arising out of, or in connection with, the  

use of this router product. Every effort is made to keep the product and its software up 

and running smoothly. However, Maestro Wireless Solutions Ltd.  takes no 

responsibility for, and will not be liable for, the product or its software being 

temporarily unavailable due to technical issues beyond our control.  

 

The above terms and conditions are subject to change without prior notice. The present 

use of this product solution implies that the user approves and understands all the 

above terms and conditions.  
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1. Overview  

With high-speed 3G/LTE cellular, WAN, LAN and Wi-Fi connectivity, the MaestroɅs E 

series routers are highly versatile, reliable and rugged router designed for mission-

critical  M2M/IoT and enterprise applications which requiring faultless connectivity. 

Cellular can be configured to be the primary connectivity mode or the WAN failover 

alternative to a wire line connection.  They also support a wide range of advanced 

routing proto cols and VPN configurations.  
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2. Prerequisite  

In order to test all functionalities please , make sure you have a n active SIM card and a  

computer equipped with the following:  

 

 Ethernet port or Wi -Fi connectivity and Internet service  

 Web browser such as Inter net Explorer 10+ or Google Chrome  30+, Mozilla 

Firefox 20+ or Apple Safari 4+ to access the Maestro Web Admin Console  

 DHCP client enabled in the computer to obtain a valid IP Address from router.  

a. How to Enable DHCP in Windows?  
 

 Navigate to  Start > Control  Panel > Network and Sharing Centre > Click the 

existing Connection > Network Connection Status dialog box appears > 

click Properties > Double click Internet Protocol Version 4 (TCP/IPv4) > 

Internet Protocol Version 4 (TCP/IPv4) Properties dialog box appea rs > 

Under tab General , select following options:  

a. Obtain an IP address automatically  

b. Obtain DNS server address automatically   
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3. Default Configuration  

Note  

¶ All the Username and Password are case sensitive.  

 

3.1 Web Admin Page 
 

Parameters  Details  

IP Address  192.168.1.1 

Username  admin  

Password  admin  

Table 3.1-1: Default Web Admin Page Credentials  

 

3.2 Wi-Fi enabled, with WPA/WPA2 TKIP key 
 

Parameter  Details  

SSID 
Maestro 

E200/E220 

Passphrase  W1rele$$  

Table 3.2-1: Default Wi -Fi Credentials (WPA/WPA TKIP)  

 

3.3 Default basic configuration  
 

 WAN (Ethernet) Conne ction ɀ Automatic (DHCP client)  

 LAN (Ethernet) Active DHCP with starting IP Address: 192.168.1.100 with pool of 

150 clients.  

 WAN as priority source of Internet with Cellular backup  

 Cellular Access Point Name (APN) depends on the SIM service and its default 

state is no PAP / CHAP Authentication  

 Wi-Fi is on with SSID Maestro EXX as an access point. 
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4. Logon Procedure  

Open a Web browser on the computer and  enter the LAN IP Address 

http://192.168.1.1  of Maestro Router in browserɅs URL box. A dialog box 

appears that prompts  the user  to enter Username and Password.  

Note  

¶ The default LAN IP Ad dress of Maestro Router is 192.168.1.1. 

¶ DHCP must be enabled on the computer to access Maestro Router with 

LAN IP Address 192.168.1.1. For more information refer How to Enable 

DHCP? 

 

Screen 4-1: Login  Page 

Parameters  Description  

Username  Enter the Username admin . 

Password  Enter the Password.  

 

If you are logging on for the first time after the 

installation, please use the default password 

admin.  

 

Note  

¶ We strongly recommend you to change 

your login password.  

Login Button  Logs on to RouterɅs GUϥ. Click Login  Button.  

Reset Button  Click Reset Button  to discard the provided 

password and re -type the Username and 

http://support.maestro-wireless.com/
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Password. 

Table 3.3-1:Login Page   
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5. Common icons and buttons  

 Save  ɀ Saves the new/modified configuration .  

Note  :All saved configuration will be lost  on Router reboot, if they are not 

saved and applied.  

 

 Save &Apply  ɀSaves the new/modified configuration  and loading 

the configuration into the Router.  

 

 Reset  ɀ Discards the unsaved configuration. This allows the user to 

provide the configuration details again on the GUI page.  

 

 Delete  ɀDelete a field.  

 

 Reveal/Hide Password ɀClick to reveal and verify the password. Click it again 

to hide the password and secure it.  
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6. Status  

Status provides a summary view of your Maestro Router in real time such as 

routing information, firewall details, traffic statistics including real -time graphs.  

 Overview  

 Firewall  

 Routes 

 System Logs 

 Real-Time Graphs  

 

6.1 Overview  

Status > Overview  

Overview page provide s all the important parameters of your Maestro router , 

in which some cases  might  need to be configured.  

 

 System 

 Cellular  

 Memory  

 Network  

 MWAN Interface Live Status  

 DHCP Leases 

 DHCPv6 Leases 

 Wireless 

 Associated Stations  
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A. System 
Status > Overview  

This System  field  shows the r outerɅs model number, ϥDs and software related 

information.  

 

 

Screen 6-1A System Status Overview  

  

Parameters  Description  

Hostname  Name assigned to the router for addressing 

purposes . 

Model  Model number of the router that is deployed.  

 

PID  

Display 35 characters long, unique Product 

Identification number  (PID). 

 

Consider an example of PID E225-071102-

HL8548-xxxxxxxxxxxxxx. It is composed of:  

 4 characters SKU:E225 

 6 characters UID: 071102 (WAN, GNSS, Wi-

Fi, 2x LAN, SIM) 

 6 character Module Name: HL8548 

 14 characters Serial Number:  

 xxxxxxxxxxxxxx . Comprises of  HW/PCB 

http://support.maestro-wireless.com/
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version (01 to 99), Lot number (01 to 99), 

Production date (YYMMDD), Unit number 

(4 digits).  

 

 

Firmware Version  Base firmware/ePack v ersion number . 

PoE Power Over Ethernet is available in  the Router 

and can be powered from a PSE -PoE device over 

WAN port . 

Kernel Version  Linux kernel version number of base 

firmware/ePack.  

Local Time  Displays the day  of the week , month, date, time 

and year configured on the router.  

 

The format is Day Month Date hh:mm:ss Year.  

 

The tim e is displayed in 24 hour  format.  

Up Time  Displays the time length the router is been 

powered on for  since the last powe r on/power 

cycle/reboot/factory reset.  

 

The format is hh:mm:ss  

The tim e is displayed in 24 hour  format.  

Reboot Cause  Last reboot cause and the time  

IMEI  (or MEID)  

(MEID is only  

available in CDMA 

/ EVDO routers)  

Displays 15 digit IMEI number or 14 digit M EID 

number.  

 

An IMEI number (International Mobile 

Equipment Identity) is a 15 or 17 digit unique 

numbers to identify  each individual cellular  

device. 

 

A MEID number ( Mobile Equipment Identifier ) is 

the same as above but for devices operate 

under CDMA cellu lar network.  

 

 

Table 6.1-A: System  Status Overview   
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B. Cellular  
Status > Overview  

This Cellular  field  provides the network status of  the router.  

 

 

Screen 6-1B: Cellular Status Overview  

 

Parameters  Description  

Cellular D ata  Displays the status of the Cellular data.  

 

Status  

 Connected ɀ SIM card is active, and is 

connected for data communication.   

 Disconnected ɀ SIM card is inactive and 

there is no data communication.  

Signal Strength  Indicate  the current signal strength.  

Range is 0 to 32.  

 0:           ɀ113 dBm or less  

 1:           ɀ111dBm  

 2 to 30 :ɀ109 to ɀ53 dBm  

 31:ɀ51dBm or above 
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Note  

¶ Signal strength for a good cellular data 

connection must be 1 2 or above.  

SIM Status  Displays the status of SIM card in the slot ; 

 Error ɀNot inserted /not operating  

 Ready ɀInserted  and operating  

Network Status  The registration status of the router on the  

cellular network  in use. 

Operator Name  Name of the cellular operator in use.  

Roaming Status  The roaming status of the router:  

 Home  

 Roaming 

IMSI Displays the IMSI number.  

 

An International Mobile Subscriber Identity 

(IMSI) is a 15 digit  unique subscriber  number  

associated with cellular network . 

ESN (Only for 

CDMA / EVDO 

Routers ) 

Displays the ESN number of cellular module  

within the route r which must be already 

subscribed with the CDMA/ EVDO cellular 

operator in order to be connected to the cellular 

network.  

Revision (Only for 

CDMA / EVDO 

Routers)  

Displays the Firmware revision number of the 

cellular module  within the router.  

Cellular Mod ule 

Info ( Only for 

E206) 

Displays critical parameters from the cellular 

module  within the router.  

Table 6.1-B: Cellular Status Overview  
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C. Memory  

 
Status > Overview  

 

This Memory  field  provides information on the memory in KB available w ith 

the router.  

 

 

Screen 6.1-C: Memory Status Overview  

 

Parameters  Description  

Total Available  Total RAM memory  available . Total Memory is 

summation of used memory, free memory, 

buffered memory and cached memory.  

 

Grey highlight and t he percentage value display 

the amount of used memory.  

Free  Free RAM memory. Grey highlight and the 

percentage value display the amount of used 

memory.  
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D. Network  
Status > Overview  

This Network  field  provides the status of IPv4and IPv6 WAN status . 

 

 

Screen 6-1D: Network  

 

Parameters  Description  

WAN  Displays the Ethernet  WAN connection status 

with following details ; 

 

 IP ɀWAN IP Address. 

 Gateway  ɀGateway IP address. 

 DNS ɀPrimary andSecondary DNS Server  

            IP addresses. 

 

Note  

¶ In case of WAN Access, Wi-Fi must be 

configured in client mode and connected 

to an Access Point.  
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Cellular  Displays the cellular network data connection  

status with following details ; 

 

 IP ɀ Cellular  data connection IP address.  

 Gateway  ɀ Cellular gateway IP  address.  

 DNS ɀ Primary and Secondary DNS Server  

                  IP addresses. 

WWAN  Displays WWAN connection status with 

following details ; 

 

 IP ɀ WWAN IP address. 

 Gateway  ɀ WWAN Gateway IP address.  

 DNS ɀ Primary and Secondary DNS Server  

            IP addresses.  
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E. Interface Live Status  
Status > Overview  

Maestro routers  can operate from  multiple sources of internet simultaneously 

and can switch seamlessly between them. The below screenshot shows 3 

sources of internet which is WAN (Ethernet  WAN), WWAN (when the Wi -Fi is 

configured as a WAN instead of the default W LAN ) and Cellular.  

 

Interface provides  a birds -eye view of all the available and connected WAN 

options. In the example below , the interfaces marked in Green are live and 

connected while the o nes in red are currently offline , for more information, 

refer Network > Load Balancing . 

 

 

Screen 6-1E: Interface Live Status  

 

Parameters  Description  

Offline  Interfaces that are not connected to network  

are in RED. 

 

 

 

 

Online  

Interfaces that are connected to the network are  

in GREEN. 

 

Status  

 Tracking off  ɀ The interface will not track 

the availability  of the other active 

interface.  

 Tracking active  ɀThe interface will track 

the availability of the other  active 

interface.  
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F. DHCP Leases 

 
Status > Overview  

Displays the information  on devices connected to router using a DHCP lease , 

applies to both IPv4 and IPv6. 

 

 

Screen 6-1F: DHCP Lease Status Overview  

 

Parameters  Description  

Host Nam e Name of devices (laptop, mobile, etc.)connected 

to the router  DHCP server. 

IPv4 Address  IPv4 Address of the device assigned by the 

router DHCP server.  

MAC Address  MAC Address of the device connected to the 

router.  

Lease Time 

Remaining  

The remaining ti me for which the device can 

occupy the assigned  IPv4 Address.  

Table 6.1-F: DHCP Lease Status Overview  

 
  

http://support.maestro-wireless.com/


MAESTRO WIRELESS SOLUTIONS        | Status 

22 

E  PACK | USER MANUAL VERSION 2.3http://support.maestro -wireless.com  

G. DHCPv6 Leases 

 
Status > Overview  

Displays the information on devices connected to router using DHCPv6 lease.  

 

 

Screen 6-1G: DHCPv6 Lease Status Overview  

 

Parameters  Description  

Host Name  Name of devices (laptop, mobile, etc.) connected 

to the router DHCP server.  

IPv6 Address  IPv6 Address of the device assigned by the 

router DHCP server.  

DUID DUID (Device Unique Identifier) of the device 

connected to the router . 

Lease time 

remaining  

The remaining time for which the device can 

occupy the assigned IPv4 Address.  

Table 6.1-G:DHCPv6 Lease Status Overview  
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H. Wireless 
Status > Overview  

The Wireless  field  provides detail ed information o n the Wi -Fi network provided 

by the router.  

 

Screen 6-1H: Wireless  Status Overview  

 

Parameters  Description  

Wi-Fi Host detail  SSID ɀService Set Identifier (SSID), a public 

identifier that can be named by network/router 

admin istrator,  with  up to maximum of 32 

characters for a Wireless Local Area Network 

(WLAN) host name.  

Mode  ɀShows whether the Wi-Fi is currently 

configured as an  Access Point ɄMasterɅ or as a 

Client . 

Note  

¶ For Wi-Fi WAN operation this sho uld be 

ɄClientɅ. 

 

 Channel  ɀRadio frequency channel in used.  

 Bitrate  ɀData transfer rate  

 BSSID ɀDisplays Basic Service Set 

Identification (BSSID); 24 bit MAC Address of 

Wireless device.  

 Encryption ɀDisplays the data encryption 

method.  

 Signal Strength ɀDisplays the signal 

strength in percentage.  

Table 6.1-H: Wireless Status Overview  
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I. Associated Stations  
Status > Overview  

The Associated Stations  field  provides a list of  devices that are connected to 

the router over Wi -Fi. 

 

Note  

¶ Associated  Station details are available only when router is configured as 

Master (access point).  

 

 

 

Screen 6-1I: Associated Stations Status Overview  

 

Parameters  Description  

Associated Stations  

MAC Address  Master (AP mode):  

MAC Address of device s currently connected to 

the router  via Wi-Fi. 

Client (Client mode):  

MAC Address of the router  

Network  Master (AP mode ): 

Displays the SSID of Wi-Fi network the router is 

providing for other devices to connect to.  

Client (Client mode):  

Displays the  SSID of the local Wi-Fi network the 

router is currently connected to.  

Signal  Master (AP mode):  

Signal strength of devices receiving from the 

router.  

Client (Client mode):  

Signal strength of the router receiving from the 

connected Wi -Fi network.  

Noise  Background interference signal level in dBm  
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RX Rate Master (AP mode):  

Data transfer rate of devices receiving from the 

router . 

Client (Client mode):  

Data transfer rate of the router receiving from 

the connected Wi -Fi network.  

 

MCS: Modulation and Coding Scheme  

TX Rate Master (AP mode):  

Data transfer rate of devices transmitting from 

connected device to the router . 

Client (Client mode):  

Data transfer rate of the router transmitting to 

the connected Wi -Fi network.  

 

MCS: Modulation and Coding Scheme  

 

Table 6.1-I: Associated Stations Status Overview  
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6.2 Firewall  

Status > Firewall  
 

6.2.1 IPv4 Firewall 

Status > Firewall > IPv4 Firewall  
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Screen 6.2.1: IPv4 Firewall Status  

 

Parameters  Description  

Reset  

Counters  

Click to rest counter s Packets and Traffic . 

Restart  

Firewall  

Click to reload  the existing Firewall  

configuration of every interface.  

Rule #  Rule number within each filtering set.  

Pkts  No. of data packets passed through 

under each rule.  

Traffi c Data traffic passed through under each 

rule.  

Target  Action status of each rule;  

Reject , Drop, Accept and Custom rules  

Prot.  Network protocol under each rule;  

TCP, UDP and TCP/UDP 

In  Network i nput interface ; 

LAN, Cellular, WAN and WWAN  

Out  Network out put interface ; 

LAN, Cellular, WAN and WWAN 

Source  Source network a ddress  (IPv4) 

http://support.maestro-wireless.com/


MAESTRO WIRELESS SOLUTIONS        | Status 

34 

E  PACK | USER MANUAL VERSION 2.3http://support.maestro -wireless.com  

Destination  Destination Network a ddress  (IPv4) 

Table 6.2-1: IPv4 Firewall Status  
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6.2.2 IPv6 Firewall 

Status > Firewall > IPv6 Firewall  
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Screen 6.2.2IPv6 Firewall Status  

 

Parameters  Description  

Reset Counters  Click to rest counter s Packets and Traffic . 

Restart  Firewall  Click to reload  the existing Firewall  configuration 

of every interface.  

Rule #  Rule number  within each filtering set.  

Pkts  No. of data packets passed through under each 

rule.  

Traffic  Data traffic passed through under each rule.  

Target  Action status of each rule;  

Reject , Drop, Accept and Custom rules  

Prot.  Network protocol under each rule;  

TCP, UDP and TCP/UDP 

In  Network i nput interface ; 

LAN, Cellular, WAN and WWAN  

Out  Network out put interface ; 

LAN, Cellular, WAN and WWAN 

Source  Source network address (IPv6)  

Destination  Destination Network address (IPv6)  

Table 6.2-2: IPv6 Firewall Status  

 

http://support.maestro-wireless.com/


MAESTRO WIRELESS SOLUTIONS        | Status  

38 

E  PACK | USER MANUAL VERSION 2.3http://support.maestro -wireless.com  

 

http://support.maestro-wireless.com/


MAESTRO WIRELESS SOLUTIONS        | Status 

39 

E  PACK | USER MANUAL VERSION 2.3http://support.maestro -wireless.com  

6.3 Routes 

Status > Routes  
 

 

Screen 6-3: Routes Status  

 

Parameters  Description  

ARP ɀ This  table provides  information  on all  device s connected on each 

interface  

IPv4 Address  Displays the IPv4 address  assigned on each 

device. 

MAC Address  Displays the MAC Address on each device.  

Interface  Displays the interface  of each  device is 

connected to.  

Active IPv4 Routes ɀ Displays the active IPv4 network route 
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