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This manual is written without any warranty.

Maestro Wireless Solutions Ltd. reserves the right to modify or improve the product
and its accessories which can also be withdrawn without prior notice.

Our company stresses the fact that the performance of the product and its accessories
depends on the proper use conditions as well as the surroun  ding environment.

Maestro Wireless Solutions Ltd. assumes no liability for damage incurred directly or
indirectly from errors, omissions or discrepancies between the router and this manual.

This software, solution or application is provided on an "as i s" basis. No warranty
whether expressed or implied is given by  Maestro Wireless Solutions Ltd. in relation
to this software, solution or application. User shall assume the entire risk of using or
relying on this software, solution, and application.

In no event will Maestro Wireless Solutions Ltd. be liable for any loss or damage
including without limitation, indirect or consequential loss, damage, or any loss, damage
whatsoever arising from loss of data or profit arising out of, or in connection with, the

use of this router product. Every effort is made to keep the product and its software up

and running smoothly. However, Maestro Wireless Solutions Ltd. takes no
responsibility for, and will not be liable for, the product or its software being
temporarily unavailable due to technical issues beyond our control.

The above terms and conditions are subject to change without prior notice. The present
use of this product solution implies that the user approves and understands all the
above terms and conditions.
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Overview

With high-speed 3G/LTE cellular, WAN, LAN and WFiconnecti vity E the M
series routers are highly versatile, reliable and rugged router designed for mission

critical M2M/IoT and enterprise applications which requiring faultless connectivity.

Cellular can be configured to be the primary connectivity mode or the WAN failover

alternative to a wire line connection. They also support a wide range of advanced

routing proto cols and VPN configurations.
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In order to test all functionalities please , make sure you have a n active SIM card and a

computer equipped with the following:

)
)

)

)

Ethernet port or Wi -Fi connectivity and Internet service
Web browser such as Inter net Explorer 10+ or Google Chrome 30+, Mozilla
Firefox 20+ or Apple Safari 4+ to access the Maestro Web Admin Console

DHCP client enabled in the computer to obtain a valid IP Address from router.

How to Enable DHCP in Windows?

Navigate to Start > Control Panel > Network and Sharing Centre > Click the
existing Connection > Network Connection Status dialog box appears >

click Properties > Double click Internet Protocol Version 4 (TCP/IPv4) >
Internet Protocol Version 4 (TCP/IPv4) Properties dialog box appea rs >
Under tab General , select following options:

a. Obtain an IP address automatically
b. Obtain DNS server address automatically
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Default Configuration

9 All the Username and Password are case sensitive.

3.1 Web Admin Page

Parameters | Details

IP Address 192.168.1.1
Username admin
Password admin

Table 3.1-1: Default Web Admin Page Credentials

3.2 Wi-Fi enabled, with WPA/WPA2 TKIP key

Parameter | Details

Maestro
SSID E200/E220
Passphrase Wilrele$$

Table 3.2-1: Default Wi -Fi Credentials (WPA/WPA TKIP)

3.3 Default basic configuration

M  WAN (Ethernet) Conne ction 7 Automatic (DHCP client)

N LAN (Ethernet) Active DHCP with starting IP Address: 192.168.1.100 with pool of
150 clients.

M  WAN as priority source of Internet with Cellular backup

M Cellular Access Point Name (APN) depends on the SIM service and its default
state is no PAP / CHAP Authentication

N Wi-Fi is on with SSID Maestro EXX as an access point.
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Logon Procedure

Open a Web browser on the

computer and enter the LAN IP Address

http://192.168.1.1 o f Maestro Router i n browser As

appears that prompts the user to enter Username and Password.

Note

9 The default LAN IP Ad dress of Maestro Routeris 192.168.1.1.

I DHCP must be enabled on the computer to access Maestro Router with

LAN IP Address 192.168.1.1. For more information refer

DHCP?

How to Enable

L1®

o -

Maestro

D

Authorization Required

PEEY  c200series  maestro)))

Login

Please enter your username and password.

@ Reset

Username

Password

Screen 4-1: Login Page

Parameters Description

Username

Enter the Username admin .

Password

Enter the Password.

If you are logging on for the first time after the
installation, please use the default password
admin.

Note

1 We strongly recommend you to change
your login password.

Login Button

Logs on to Roulogmnm BugonGUU .

Reset Button

Click Reset Button to discard the provided
password and re -type the Username and
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Password.

Table 3.3-1:Login Page

10
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Common icons and buttons

N Save

Z Saves the new/modified configuration .

Note :All saved configuration will  be lost on Router reboot, if they are not
saved and applied.

Save & Apply

N  Save &Apply ZSaves the new/modified configuration and loading

the configuration into the Router.

» Reset z Discards the unsaved configuration. This allows the user to

provide the configuration details again on the GUI page.
" Delete ®]zDelete a field.

M Reveal/Hide Password &7Click to reveal and verify the password. Click it again

to hide the password and secure it.

11
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Status provides a summary view of your Maestro Router in real time such as
routing information, firewall details, traffic statistics including real -time graphs.
M  Overview

A Firewall
7 Routes

M System Logs
" Real-Time Graphs

6.1 Overview

Status > Overview
Overview page provide s all the important parameters of your Maestro router

in which some cases might need to be configured.

M System

N Cellular
N  Memory
M Network

N MWAN Interface Live Status

) DHCP Leases
) DHCPvV6 Leases

N  Wireless

A Associated Stations

12
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A. System
Status > Overview

This System field shows the routerAs mo de | n amdbseftware rdlaizd

information.
System
Hostname Maestro
Model E210HLENC
PID E210HLENC-021103-NC-03011803230022

Firmware Version

Module Firmware

Uboot Version

Sim slot in use

Kernel Version

Local Time

Uptime

Reboot Cause

Maestro E210 2.3.0 RC11

SWIMCBT71XX-TIM3.26.00.173700.201709210015.01

U-Boot_1.1.3-Aug/13/2018-13:37:51

Sim 1

31049

Mon May 1 03:10:01 2017

3h 10m 19s

Power reset

IMEI 354940080157885

Screen 6-1A System Status Overview

Parameters Description

Hostname Name assigned to the router for addressing
purposes .

Model Model number of the router that is deployed.

PID

Display 35 characters long, uniqgue Product
Identification number (PID).

Consider an example of PID E225-071102-
HL8548-XXXXXXXXXXXXXX. It is composed of:

Y 4 characters SKU:E225

) 6 characters UID: 071102 (WAN, GNSS, Wi
Fi, 2x LAN, SIM)

" 6 character Module Name: HL8548
" 14 characters Serial Number:
N XXXXXXXXXXXXXX . Comprises of HW/PCB

13
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version (01 to 99), Lot number (01 to 99),
Production date (YYMMDD), Unit number

(4 digits).
Firmware Version Base firmware/ePack v ersion number .
PoE Power Over Ethernet is available in the Router
and can be powered from a PSE -PoE device over
WAN port.
Kernel Version Linux kern el version number of base

firmware/ePack.

Local Time Displays the day of the week , month, date, time
and year configured on the router.

The format is Day Month Date hh:mm:ss Year.

The tim e is displayed in 24 hour format.

Up Time Displays the time length the router is been
powered on for since the last powe r on/power
cycle/reboot/factory reset.

The format is hh:mm:ss
The tim e is displayed in 24 hour format.

Reboot Cause Last reboot cause and the time

IMEI (or MEID) Displays 15 digit IMEI number or 14 digit M EID
(MEID is only number.

available in CDMA

/ EVDO routers) An IMEl number (International Mobile

Equipment Identity) is a 15 or 17 digit unique
numbers to identify each individual cellular
device.

A MEID number ( Mobile Equipment Identifier )is
the same as above but for devices operate
under CDMA cellu lar network.

Table 6.1-A: System Status Overview

14
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B. Cellular
Status > Overview

This Cellular field provides the network status of the router.

Cellular
Cellular Data
Signal Strength
Network Status
Operator Name
Operator Number
Operator Type
Roaming Status
SIM Status
IMSI
BAND
Temperature

ICCID

Cellular D ata

Connected

17

Registered

IND airtel

40402

4G

HOME

READY

404022200229721

1800, MHz,LTE 3

51 Celcius

8991021917002297218

Screen 6-1B: Cellular Status Overview

Parameters Description

Status
D)

)]

Displays the status of the Cellular data.

Connected z SIM card is active, and is
connected for data communication.

Disconnected Zz SIM card is inactive and

there is no data communication.

empowering wireless

Signal Strength

N
N
N
N

Indicate the current signal strength.
Range is 0 to 32.

0: 7113 dBm or less
1 Z111dBm
2t030:2109 to 753 dBm
31:z51dBm or above
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Note

1 Signal strength for a good cellular data
connection must be 1 2 or above.

SIM Status

Displays the status of SIM card in the slot;
" Error zNot inserted /not operating
) Ready zlInserted and operating

Network Status

The registration status of the router on the
cellular network in use.

Operator Name

Name of the cellular operator in use.

Roaming Status

The roaming status of the router:

) Home
) Roaming
IMSI Displays the IMSI number.
An International Mobile Subscriber Identity
(IMSI) is a 15 digit unique subscriber number
associated with cellular network
ESN  (Only for Displays the ESN number of cellular module
CDMA /| EVDO within the route r which must be already
Routers ) subscribed with the CDMA/ EVDO cellular

operator in order to be connected to the cellular
network.

Revision (Only for

Displays the Firmware revision number of the

CDMA / EVDO cellular module within the router.

Routers)

Cellular Mod ule Displays critical parameters from the cellular
Info  (Only for module within the router.

E206)

E PACK| USER MANUAL VERSION2.3http://support.maestro
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C. Memory

Status > Overview

This Memory field provides information on the memory in KB available w ith

the router.

Memory
Total Available | 88940 KB/ 126424 kB (54%) |
Free | 50584 kB /126424 kB (40%) |

Screen 6.1-C: Memory Status Overview

Parameters Description

Total Available Total RAM memory available. Total Memory is
summation of used memory, free memory,
buffered memory and cached memory.

Grey highlight and t he percentage value display
the amount of used memory.

Free Free RAM memory. Grey highlight and the
percentage value display the amount of used
memory.

17
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D. Network

Status > Overview

This Network field provides the status of IPv4and IPv6 WAN status .

Network
WAN IP
WAN Gateway
WAN DNS
Cellular IP
Cellular Gateway
Cellular DNS
WWAN P
WWAN Gateway

WWAN DNS

0.0.0.0

0.0.0.0

0.0.0.0

100.79.47.162
100.79.47.162
202.56.215.41 59.144.144 .99
0.0.0.0

0.0.0.0

0.0.0.0

Screen 6-1D: Network

empowering wireless

Parameters Description

WAN

Displays the Ethernet WAN connection status
with following details ;

N IP ZWAN IP Address.

N Gateway zGateway IP address.

M DNS zPrimary andSecondary DNS Server
IP addresses.

Note

T In case of WAN Access, Wi-Fi must be
configured in client mode and connected
to an Access Point.

E PACK| USER MANUAL VERSION2.3http://support.maestro _-wireless.com

18


http://support.maestro-wireless.com/

maestro )\

empowering wireless

Cellular Displays the cellular network data connection
status with following details ;

" IP z Cellular data connection IP address.

) Gateway z Cellular gateway IP address.

% DNS z Primary and Secondary DNS Server
IP addresses.

WWAN Displays WWAN connection  status  with
following details ;

N IP Z WWAN IP address.

) Gateway z WWAN Gateway IP address.

% DNS z Primary and Secondary DNS Server
IP addresses.

19
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E. Interface Live Status
Status > Overview

Maestro routers can operate from multiple sources of internet simultaneously
and can switch seamlessly between them. The below screenshot shows 3
sources of internet which is WAN (Ethernet WAN), WWAN (when the Wi-Fi is
configured as a WAN instead of the default W LAN ) and Cellular.

Interface provides a birds-eye view of all the available and connected WAN
options. In the example below , the interfaces marked in Green are live and
connected while the o nes in red are currently offline , for more information,
refer Network > L oad Balancing

Interface Live Status

wan (=1h0.7) wwan () cellular (=1h1)
Offline COnline (tracking active)

Screen 6-1E: Interface Live Status

Parameters Description

Offline Interfaces that are not connected to network
are in RED.

Interfaces that are connected to the network are
in GREEN.

Status

) Tracking off 7z The interface will not track
the availability of the other active
interface.

Online

% Tracking active zThe interface will track
the availability of the other active
interface.

20
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F. DHCP Leases

Status > Overview
Displays the information on devices connected to router using a DHCP lease |,
applies to both IPv4 and IPv6.

DHCP Leases
Hostname IPv4-Address MAC-Address Leasetime remaining

glocify-PC 192.168.1.123 44:37:¢6:50:93:8d 9h 34m 42s

Screen 6-1F; DHCP Lease Status Overview

Parameters Description

Host Nam e Name of devices (laptop, mobile, etc.)connected
to the router DHCP server.

IPv4 Address IPv4 Address of the device assigned by the
router DHCP server.

MAC Address MAC Address of the device connected to the
router.

Lease Time The remaining ti me for which the device can

Remaining occupy the assigned IPv4 Address.

Table 6.1-F;: DHCP Lease Status Overview

21
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G. DHCPv6 Leases

Status > Overview
Displays the information on devices connected to router using DHCPvV6 lease.

DHCPv6 Leases
Hostname IPv6-Address DUID Leasetime remaining

glocify-PC fd33:8f5c:358e577/128 00010001223d29354437e650938d 9h 33m 44s

Screen 6-1G: DHCPvV6 Lease Status Overview

Parameters Description

Host Name Name of devices (laptop, mobile, etc.) connected
to the router DHCP server.

IPv6 Address IPv6 Address of the device assigned by the
router DHCP server.

DUID DUID (Device Unique Identifier) of the device
connected to the router

Lease time The remaining time for which the device can

remaining occupy the assigned IPv4 Address.

Table 6.1-G:DHCPvV6 Lease Status Overview

22
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H. Wireless
Status > Overview

The Wireless field provides detail ed information o n the Wi-Fi network provided
by the router.

Screen 6-1H: Wireless Status Overview

Parameters ‘ Description

Wi-Fi Host detail SSID zService Set Identifier (SSID), a public
identifier that can be named by network/router

administrator, with up to maximum of 32
characters for a Wireless Local Area Network
(WLAN) host name.

Mode zShows whether the Wi-Fi is currently
configured as an Access Point Y Ma s toreas/a
Client.

Note

1 For Wi-Fi WAN operation this sho uld be
lient A\ .

% Channel zRadio frequency channel in used.
) Bitrate zData transfer rate

) BSSIDzDisplays Basic Service Set
Identification (BSSID); 24 bit MAC Address of
Wireless device.

% Encryption zDisplays the data encryption
method.

" Signal Strength zDisplays the signal
strength in percentage.

Table 6.1-H: Wireless Status Overview
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. Associated Stations
Status > Overview

The Associated Stations field provides a list of devices that are connected to
the router over Wi -Fi.

Note

1 Associated Station details are available only when router is configured as
Master (access point).

Associated Stations

MAC-Address Network Signal Noise RX Rate TX Rate

No information available

Screen 6-1l: Associated Stations Status Overview

Parameters Description

Associated Stations

MAC Address Master (AP mode):

MAC Address of device s currently connected to
the router via Wi-Fi.

Client (Client mode):
MAC Address of the router

Network Master (AP mode ):

Displays the SSID of Wi-Fi network the router is
providing for other devices to connect to.

Client (Client mode):

Displays the SSIDof the local Wi-Fi network the
router is currently connected to.

Signal Master (AP mode):

Signal strength of devices receiving from the
router.

Client (Client mode):

Signal strength of the router receiving from the
connected Wi -Fi network.

Noise Background interference signal level in dBm
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RX Rate Master (AP mode):

Data transfer rate of devices receiving from the
router .

Client (Client mode):

Data transfer rate of the router receiving from
the connected Wi -Fi network.

MCS: Modulation and Coding Scheme

TX Rate Master (AP mode):

Data transfer rate of devices transmitting from
connected device to the router

Client (Client mode):

Data transfer rate of the router transmitting to
the connected Wi -Fi network.

MCS: Modulation and Coding Scheme

Table 6.1-I: Associated Stations Status Overview
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6.2 Firewall

Status > Firewall

6.2.1 IPv4 Firewall

Status > Firewall > IPv4 Firewall

Firewall Status

IPv4 Firewall IPvE Firewall

Actions

» Reset Counters
« Restart Firewall

Table: Filter

Chain INPUT (Policy: ACGEPT, Packets: 0, Traffic: 0.00 B)

Rule Pkis.  Trafiic Target Prof.  Flags In Out Source Destination  Options
£
1 4022 43124  delegate_input all - * * 000000 00000

KB

Chain FORWARD (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Rule Pkis.  Trafiic Target Prof.  Flags In Out Source Destination  Options
£
1 0 0.00B delegate_forward all - * * 0.000/0 00000

Chain QUTPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Rule Pkts. Traffic Target Prot. Flags In Qut Source Destinafion Options
&
1 4337 896.23 delegate_output all - = = 0.0.0.0/0 0.0.0.0/0

KE
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Chain delegate_forward |{References: 1)

Rule  Piis. Traffic Targat Prot. Flags In Ot Source Destination Cwptions

#

1 o 0.00B forwarding_rula all - - - 0.0.0.W0  0.0.0.000 * user chain for forwarding */

2 o Q.00 B ACCEPT 3l - - - 0.0.0.W0  0.0.0.000 ctstate RELATED,ESTABLISHED
3 o 0.00B zone_lan_forward all - brdam - 0.0.0.0v0  0.0.0.000

4 o] 0.00B  zone wan_forward all = ethD.2 * 0.0.0.000 0.0.0.0/0

5 o 0.00B zone_wan_foreard all - wwanll - 0.0.0.V0  0.0.0.000

6 o 0.00B zone_wan_foreard all - tund - 0.0.0.0v0  0.0.0.000

T o 0.00B zone_wan_forward all - tun1 - 0.0.0.v0D  0.0.0.000

Chain delegate_input (References: 1)

Rule FPits.  Traffic Targst Prat. Flags In Ot Source Destination  Options

#

1 o 0.00B ACCEPT all = lo - 0.00.VD  0.0.0.000

2 4022 43124 input_rule all - * * 0.0.0.0/0  0.0.0.0M0 * user chain for ingut */
KB

2 3986 42888 ACCEPT all = - - 0.0.0.00 0.0.0.000 ctstate RELATED, ESTABLISHED
KB

4 1z 62400 syn_flood top - - - 0.0.0.000  0.0.0.00 top flags 0wl A0
B

5 32 202 zone_lan_input all - br-lam - 0.0.0.0v0 0.0.0.000
KB

6 o 000 B Zone_wan_input all - eth0.2 - 0.0.0.0v0  0.0.0.000

T 4 24400  zone_wan_input all - wwanl - 0.0.0.0v0 0.0.0.000
B

g o 0.00B zone_wan_input all - tun0 - 0.0.0.v0D  0.0.0.000

] o 0008 Zone wan input all =] tuni - 0.0.0.000  0.0.0.000

Chain delegate_output (References: 1)

Rule  Pkts.  Traffic Target Prot. Flags In Qut Source Destination  Options

#

1 L] 0008 ACGEPT all - = lo 00000 00000 -

2 4337 89623  oulput_nule all - * * 0.0.0.000  0.0.0.0/0 1* user chain for output
KB

3 4053 87776  ACCEPT all - * * 0.0.0.0/0 0.00.0/0 ctstate RELATED. ESTABLISHED
KB

4 ] 0.00 B zone_lan_output all - = br-lan 00000 0.00.0/0 -

5 ] 0.00 B zone_wan_oufput all - = eth0.2 0.00.0/0 0.00.0/0 -

6 284 1846 zone_wan_oufput all - = wwand  0000/0 000.0/0 -
KB

7 [] 0.00 B zone_wan_oufput all - = tun0 0.00.0/0 0.00.0/0 -

3 [} 0008 zone_wan_oufput all - = tun1 00000 00000 -

Chain refect (References: 4)

Rule  Pkts.  Traffic Target Prot.  Flags In Out Source Destination  Options
#
1 4 24400 REJECT fcp - * * 0.00.0/0 0.00.0/0 reject-witn too-raset
B
2 0 0.00 B REJECT all - * * 0.0.0.000  0.0.0.0/0 reject-with icmp-port-unreachable
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Chain syn_flood (References: 1)

Rule PKs. Traffic  Target Prot  Flags In out Source  Destinaion  Options

#

1 12 62400 RETURN [ R— = " 000000 00000  topfags:Dx(Tix02 imit avg 25isec burst 50
B

2 o 0006 DROP all - = * 0.00.0/0 0.0.0.0/0 -

Chain zone_{an_dest_ACCEPT [References: 3)

Rule Pkls  Trafic  Targel Prot  Flags In out Source Destination  Options
#
1 o 000 B ACCEPT all - * br-lan 0000/0 0000/ -

Chain zone_ian_forward (References: 1)

Rule Pkis  Traffic Target Prot  Flags In Out Source Destination ~ Options.

#

1 o 000B  forwarding_lan_rule all - * * 0000/0 0000/ 1* user chain for forwarding */

2 L] 000B zone_wan_dest ACCEPT  all - * * 0000/0 0000/ 1* forwarding lan -> wan *

3 0 000B  ACCEPT all = a 2 0000/0 00000 cistate DNAT /* Acoept port forwards */
4 0 0.00 B zone_lan_dest_ACCEPT all - = * 00000 0.00.0/0 -

Chain zone_{lan_input (References: 1)

Rule Pkis. Traffic Target Prot.  Flags In Qut Source Destination Options
#
1 3z 2.02 input_lan_rule all - ® ® 0.0.0.0/0 0.0.0.0/0 " user chain for input
KB
2 0 0.00 B ACCEPT all - ® ® 0.0.0.0/0  0.0.0.0/0 ctstate DMNAT /* Accept port redirections =/
3 32 202 zone_lan_src_ACCEPT all - = ® 0.0.0.0/0 0.0.0.0/0 -
KE

Chain zone_Ilan_output (References: 1)

Rule  Pkts.  Traffic Target Prot.  Flags In Out Source Destination  Options

#

1 0 0.00B oufput_lan_rule all - ® ® 0.0.0.0/0 0.0.0.0/0 #* user chain for output */
2 0 0.00 B zone_lan_dest_ACCEPT all - ® ® 0.0.0.0/0 0.0.0.0/0 -

Chain zone_lan_src_ACCEPT (References: 1)

Rule Pkis. Traffic Target Prot.  Flags In Out Source Destination Options
#
1 3z 2.02 ACCEPT all - br-lan ® 0.0.0.0/0  0.0.0.0/0 -

KB
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Chain zone_wan_dest_ACCEPT (References: 3)

Rule Pkts.  Traffic Target Prot.  Flags In Qut Source Destinaion  Options
#
1 0 0.00B ACGEPT all - ® eth.2 0.0.00/0 00000 -
2 284 18.46 ACGEPT all - ® wwanl  0.0.000 0.0.0.0/0 -
KB
3 0 0008 ACCEPT all - * tund 0000/ 0000/0 -
4 1} 0008 ACCEPT all - * tun1 0000/ 00000 -

Chain zone_wan_forward (References: 4)

Rule Pkts.  Traffic Target Prot.  Flags In Qut Source Destinafion  Options

#

1 0 0008 forwarding_wan_rule all - * * 0.0.0.0/0 0.0.0.0/0 1* user chain for forwarding */

2 0 0.00B zone_lan_dest_ACCEPT all - * * 0.0.0.0/0 0.0.0.0/0 1* forwarding wan -= lan *

3 0 0.00B ACGEPT all - * * 0.0.0.0/0 0.0.0.0/0 ctstate DMAT /* Accept port forwards *
4 ] 0.00B zone_wan_dest_ACCEPT all - * * 0.0.0.0/0 0.0.0.0/0 -

Chain zone_wan_output (References: 4)

Rule Pkts. Traffic Target Prot. Flags In Qut Source Destination Options

E3

1 284 18.46 output_wan_rule all — * . 0.0.0.0/0  0.0.0.0/0 i user chain for autout &
KB

2 284 1548 zone_wan_dest_ACCEPT all - * * 0.0.0.0/0 0.0.0.040 -
KB

Chain zone_wan_src_REJECT (References: 1)

Rule  Pkis.  Traffic Target Prot.  Flagz In Out Source Destination  Options
#

1 0 0.00B reject all - eth.2 ® 0.0.0.0/0  0.0.0.0/0 -

2 4 244 00 reject all - wwanl * 0.000/0 000.0:0 -

B
3 0 0.00 B reject all - tund = 0.0.0.0/0  0.0.0.040 -
4 0 0.00B reject all - tuni ® 0.0.00/0  0.0.0.0/0 -
Table: NAT

Chain PREROUTING (Policy: ACCEPT, Packets: 24, Traffic: 1.68 KB)

Rule Pkis. Traffic Target Prot. Flags In Qut Source Destination Options
E3
1 24 1.65 KB delegate_prerouting all - * * 0.0.0.0/0 0.0.0.040 -
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Chain POSTROUTING (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Rule Pkts.  Traffic Target Prot.  Flags In Out Source Destination  Options
#
1 171 1.09 delegate_postrouting all - * * 0.000/0 0000/0 -

KB

Chain delegate_postrouting (References: 1)

Rule Pkts.  Traffic Target Prot.  Flags In Out Source Destination  Options

#

1 171 11.09 postrouting_rule all - * * 0.00.0/0 00000 4* user chain for pastrouting */
KB

2 0 0.00B zone_lan_postrouting all - * br-lan 0.00.000 00000 -

3 [} 0.00 B zone_wan_postrouting all - * eth0.2 0.0.0.0/0 0.0.0.0/0 -

4 171 1.09 zone_wan_postrouting all - * wwanl  0.000/0 0000/0 -
KB

5 0 0.00B zone_wan_postrouting all - * tund 0.000/0 000.0/0 -

[ 0 0.00B zone_wan_postrouting all - * fun1 0.00.000 00000 -

Chain delegate_prerouting (References: 1)

Rule Pkts.  Traffic Target Prot. Flags In Out Source Destination  Options
#
1 24 1.68 KB prerouting_rule all - * * 0.0.0.0/0 0.0.0.0/0 1* user chain for prerouting */
2 23 159 KB zone_lan_preroufing all - br-lan = 0.000/0 0000/0 -
3 0 0.00B zone_wan_prerouting all - ethd 2 * 0.000/0 000.0/0 -
4 1 B8.00B zone_wan_prerouting all - wwanl * 0.00.000 00000 -
5 [} 0.00 B zone_wan_prerouting all - tun0 * 0.0.0.0/0 0.0.0.0/0 -
5] 0 0.00B zZone_wan_prerouting all - fun1 * 0.0.0.0/0 0000/ -

Chain zone_lan_postrouting (References: 1)

Rule Pkis. Traffic Target Prot. Flags In Out Source Destination Options
#
1 0 0.00B postrouting_lan_rule all - * * 0.0.0.0/0 0.0.0.0/0 1* user chain for pestrouting */

Chain zone_lan_prerouting (References: 1)

Rule Pikts.  Traffic Target Prot. Flags In Out Source Destination  Options
#
1 23 159 KB prerouting_lan_rule all - # # 0.0.0.0/0 0.00.0/0 #* user chain for prerouting */

Chain zone_wan_postrouting (References: 4)

Rule Pkts. Traffic Target Prot. Flags In Out Source Destination Options

#

1 171 11.09 postrouting_wan_rule all - * * 0.0.0.0/0 0.0.0.0/0 1* user chain for pestrouting */
KB

2 171 11.08 MASQUERADE all - * * 0.0.0.0/0 0.0.0,0/0 -
KB

Chain zone_wan_prerouting (References: 4)

Rule Pkts.  Traffic Target Prot. Flags In Out Source Destination  Options
#
1 1 s300B prerouting_wan_rule all - i i 0.0.0.0/0 0.0.0.0/0 #* user chain for prerouting
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Table: Mangle

Chain PREROUTING (Policy: ACCEPT, Packets: 4029, Traffic: 431.58 KB)

Rule  Phkis. Trafiic Target Prot. Flags In Out Source Destination Options
-3
1 TE026 4669 mwan3_hook all - * * 0.0.0.0/0 0.0.0.0¢0 -
MB
2 4029 43158  fwmark all - * * 0.0.0.0/0 0.0.0.0/0 -
KB

Chain FORWARD (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Rule Phts. Traffic Target Prot. Flags In Qut Source Destination Options
#
1 0 0.00B  mssfix all - * * 0.0.0.0/0 0.0.0.0/0 -

Chain QUTPUT {Policy: ACCEPT, Packets: 4337, Traffic: 896.23 KB)

Rule  Phkis. Traffic Target Prot. Flags In Out Source Destination Options

#

1 19245 574 mwan3_hook all - * * 0.0.0.0/0 0.0.0.0/0 -
MB

2 19244 5.74 mwan3_output_hook all - * * 0.0.0.0/0 0.0.0.0d0 -
MB

Chain mesfix (References: 1)

Rule Pkts. Traffic Target Prot. Flags In Out Source Destination Options
#
1 0 0008  TCPMSS [ * eth0.2  0.0.0.0/0 0.0.0.0/0 top fags 0xDAITH0Z /- wan (miu_fix)

TCPMSS clamp to PMTU

2 i 0008  TCPMSS [ * wwan0  0.0.0.0/0 0.0.0.0/0 tep fizgs:Ox0BI002 1* wan (miu_fix) */
TCPMSS clamp to PMTU

3 1] 0008  TCPMSS fcp - = fund 0.0.0.0/0 0.0.0.0/0 top flags:0x06/0x02 /~ wan (miu_fix} =i
TCPMSE clamp to PMTU

4 o 0008  TCPMSS [ * funt 0.0.0.0/0 0.0.0.0/0 top fizgs:Ox0BI002 1* wan (miu_fix) %/
TCPMSS clamp to PMTU

Chain mwan3_connacted (References: 2)

Rule Pkts. Traffic Target Prot. Flags In Out Source Destination Options

#

1 [ 0008 MARK all - * * 0.0.0.0/0 127.0.0.0/8 MARK or 0xT00

2 & 31200 MARK all - = = 0.0.0.0/0 2240.0.0/3 MARK or 0x00
B

3 251 3361 MARK all - * * 0.0.0.0/0 100.79.47.0/24 MARK or 0=F00
KB

4 17 129 MARK all - = = 0.0.0.0/0 192.168.1.0/24 MARK or 0x00
KB

5 [ 000 B MARK all - * * 0.0.0.0/0 100.79.47.0 MARK or 0=F00

B 281 3361 MARK all - * * 0.0.0.0/0 100.79.47.162 MARK or 0xF00
KB

7 o 000 8B MARK all - = = 0.0.0.0/0 10078 47 255 MARK or 0xf00
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8 0 0.00B MARK all - ® ® 0.0.0.0/0 127.0.0.0 MARK or Oxf00
] ] 0.00B MARK all - ® ® 0.0.0.0/0 127.0.0.0:8 MARK or Qxf00
10 1] 0008 MARK all - * * 0.0.0.0/0 127001 MARK or Oxf00
n 0 0.00B MARK all - ® ® 0.0.0.0/0 127.255.255.255 MARK or 000
12 0 0.00B MARK all - ® ® 0.0.0.0/0 192.168.1.0 MARK or Oxf00
13 12 B2400 MARK all - ® ® 0.0.0.0/0 192.18811 MARK or Qxf00
B
14 5 69200 MARK all - ® ® 0.0.0.0/0 192.168.1.255 MARK or 0xff00
E
Chain mwan3_hook (References: 2)
Rule  Pkis. Traffic Target Prot.  Flags In Out Source Destination Options
#
1 93271 5243 CONNMARK all - ® ® 0.0.0.0/0 0.0.0.0/0 COMMMARK restore mask 0xff00
MB
2 2687 42754 mwan3_ifaces all - ® ® 0.0.0.0/0 0.0.0.0/0 mark match Ox0/ 000
KB
3 2627 41993  mwan3_connected all - ® ® 0.0.0.0/0 0.0.0.0/0 mark mateh D/ D00
KB
4 1746 366.24 mwan3_rules all - * * 0.0.0.0/0 0.0.0.0/0 mark match Ox0/0FO0
KB
3 93271 5243 CONNMARK all - * * 0.0.0.0/0 0.0.0.0/0 CONMNMARK save mask D0
MBE
& 59099 4493 mwan3_connected all - * * 0.0.0.0/0 0.0.0.0/0 mark match ! 0xfFOM0:RF00
MB
Chain mwan3_iface_celiular (References: 1)
Rule Pkts. Traffic Target Prot. Flags In Out Source Destination Options
#
1 a 000 B MARK all - wwanl  * 100 7947.024 0000/0 mark match 0x0/0xF00 /* default * MARK or
OucffO0
2 3 276.00 MARK all - wwiand  * 0.0.0.0/0 0.0.0.00 mark match Q0000 /* cellular = MARK
B xset 0x200/0:00
Chain mwan3_ifaces (References: 1)
Rule  Pkis. Traffic Target Prot. Flags In Qut Source Destination Options:
#
1 202 13.06 mwan?_iface_cellular  all - ® * 0.0.0.0/0 0.0.0.0/0 mark match Due0V/ 0700
KB
Chain mwan3_output_hook (References: 1)
Rule Pkis. Traffic Target Prot. Flags In Qut Source Destination Options
E-3
1 21 1.59 mwan3_track_cellular  femp — ® = 0.0.0.0/0 0.0.0.0/0 icmptype & length 32
KB
Chain mwan3_policy_p1 (References: 1)
Rule Pkis. Traffic Target Prot. Flags In Out Source Destination Options
#
1 173 MA7 MARK all - * = 0.0.0.0/0 0.0.0.00 mark match 00000 /* cellular 2 2 ' MARK
KB xset 0x200/0:00
Chain mwan3_policy_p2 (References: 0)
Rule  Pkis. Traffic Target Prot. Flags In Out Source Destination Options:
#
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Rule Phts. Traffic Target Prot. Flags In Out Source Destination Options

#

1 o 0.00B MARK all - * * 0.0.0.0/0 0.0.0.0/0 mark match 00500 /* unreachable </
MARK =set OxfeD0xF00

Chain mwan3_rwles (References: 1)

Rule Phts. Traffic Target Prot. Flags In Out Source Destination Options

z

1 173 17 mwan3_policy_p1 all - * = 0.0.0.0/0 0.0.0.0/0 mark match 0w/ 0xd00 /* RA 7
KB

Chain mwan3_track_celiular (References: 1)

Rule Phts Traffic Target Prot Flags In Out Source Destination Options
#
1 [ 192.00 MARK all - * = 0.0.0.040 5588 MARK or Dxff00
B
Table: Raw

Chain PRERQUTING (Policy: ACGEPT, Packets: 4029, Traffic: 431.58 KB)
Rule # Pkis. Traffic Target Prot. Flags In Qut Source Destinafion Options

1 4029 43158 KB delegate_nofrack all - * = 0.0.0.0/0 0.0.0.0/0

Screen 6.2.1: IPv4 Firewall Status

Parameters ‘ Description

Reset Click to rest counter s Packets and Traffic.

Counters

Restart Click to reload the existing Firewall

Firewall configuration of every interface.

Rule # Rule number within each filtering set.

Pkts No. of data packets passed through
under each rule.

Traffi ¢ Data traffic passed through under each
rule.

Target Action status of each rule;

Reject , Drop, Accept and Custom rules

Prot. Network protocol under each rule;
TCP, UDP and TCP/UDP

In Network i nput interface ;
LAN, Cellular, WAN and WWAN

Out Network output interface ;
LAN, Cellular, WAN and WWAN

Source Source network a ddress (IPv4)
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Destination Destination Network a ddress (IPv4)

Table 6.2-1: IPv4 Firewall Status
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6.2.2 IPv6 Firewall

Status > Firewall > IPv6 Firewall
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Screen 6.2.2IPv6 Firewall Status

Parameters Description

Reset Counters Click to rest counter s Packets and Traffic .

Restart Firewall Click to reload the existing Firewall configuration
of every interface.

Rule # Rule number within each filtering set.

Pkts No. of data packets passed through under each
rule.

Traffic Data traffic passed through under each rule.

Target Action status of each rule;

Reject , Drop, Accept and Custom rules

Prot. Network protocol under each rule;
TCP, UDP and TCP/UDP

In Network i nput interface ;
LAN, Cellular, WAN and WWAN

Out Network out put interface ;
LAN, Cellular, WAN and WWAN

Source Source network address (IPv6)

Destination Destination Network address (IPv6)

Table 6.2-2: IPv6 Firewall Status
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6.3 Routes

Status > Routes

Screen 6-3: Routes Status

Parameters Description

IPv4 Address Displays the IPv4 address assigned on each
device.

MAC Address Displays the MAC Address on each device.

Interface Displays the interface of each device is
connected to.

Active IPv4 Routes 7 Displays the active IPv4 network route
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